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Abstract 
Incidents of computer abuse, proprietary information leaks and other security lapses 
have been on an increase. Most often, such security lapses are attributed to internal 
employees in organizations subverting established organizational information security 
policy (ISP). As employee compliance with ISP is the key to escalating information 
security breaches, understanding employee motivation for following ISP is critical. 
Using the Thomas and Velthouse’s (1990) intrinsic motivation model, we investigate the 
role of intrinsic motivation for ISP compliance. Through survey data collected from 289 
participants, the study assesses how psychological empowerment, as derived from 
information security task, may impact the information security performance of the 
participants, which is measured by their compliance with ISP. The study demonstrates 
that the psychological empowerment has a positive impact on participants’ ISP 
compliance intention. Furthermore, the psychological empowerment can be predicted 
by structural empowerment practices, particularly security education, training, and 
awareness (SETA), access to information security strategy and goals, and participation 
in information security decision-making. In addition, the psychological empowerment 
may act as a mediator for the relations between structural empowerment practices and 
participants’ ISP compliance. Theoretical contributions, managerial implications, and 
directions for future research of this study are discussed. 
Keywords:  Information security, ISP compliance, intrinsic motivation, psychological 
empowerment, structural empowerment 
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Introduction 
This study concerns employee Information Security Policy (ISP) compliance intentions in organizations. 
ISP compliance is the act or process of conformity to official requirements, including disposition to yield 
to others (Herath and Rao, 2009a; Bulgurcu et al., 2010). In other words, ISP compliance intentions 
reflect a person intention to perform IS security task activities as prescribed in the ISP while utilizing 
organization’s information systems in the course of performing one’s primary work tasks.  Employee ISP 
compliance is important to ensure protection of organizational information assets (Hu et al., 2011). 
However, the expectations of an ISP do not necessarily translate into desirable security actions (Bulgurcu 
et al., 2010). For instance, a survey by Ponemon (2009) found that while more than 71% of respondents 
were aware of their organizational password sharing security policy, 47% admitted sharing passwords 
with coworkers. This type of disconnect between information security responsibilities and real-world 
practices poses a significant challenge for managing insider information security breaches. Given that 
information security lapses are attributed to employees in subverting established organizational ISP, it is 
therefore, essential for organizations to understand what factors motivate employees to perform the 
information security task stipulated in the ISP. Understanding of the factors that motivate employees to 
comply with their organization’s ISP would provide input to the management on how to improve to 
information security behavioral issues.  
 
Empirical evidence indicates that employee compliance with organizational ISP may be influenced by 
extrinsic or/and intrinsic factors (e.g., Boss et al., 2009; Herath and Rao, 2009b).  While both extrinsic 
and intrinsic factors have been well-researched, this study aims to extend the knowledge about employee 
compliance with ISP by identifying intrinsic factors grounded in Thomas and Velthouse’s (1990) intrinsic 
motivation/empowerment model, which is psychological empowerment. Psychological empowerment 
reflects individuals’ assessment of their work task in term of competence, meaning, impact, and choice. 
One would expect factors intrinsic to the task itself to motivate and influence them to invest energy in the 
task and perform adequately (Thomas and Velthouse, 1990). Additionally, intrinsic motivation theorists 
have argued the need for drivers to enhance one’s intrinsic motivation (Hackman and Oldham, 1980; 
Thomas and Velthouse, 1990). While prior studies in IS security have suggested various antecedents to 
enhance employee intrinsic motivation to comply (Herath and Rao, 2009a; Bulgurcu et al., 2010; Son, 
2011), they were not empirically tested. Call has been made for authors to empirically investigate the 
antecedents of intrinsic motivation of ISP compliance (Herath and Rao, 2009a; Son, 2011). Hence, our 
study adheres to the call and aims to fill the gap of prior research to investigate factors to drive employee 
psychological empowerment. We identify structural empowerment practices as antecedents of 
psychological empowerment. Structural empowerment reflects management practices to increase 
individuals’ level of power (Kanter, 1977). Studies have shown that structural empowerment practices are 
effective means to increase individuals’ psychological empowerment of their work task (Spreitzer, 1996; 
Kraimer et al., 1999).  
 
In so doing, we address two research questions: (1) What is the impact of employee’s psychological 
empowerment of information security task on ISP compliance intentions? (2) What is the role of 
structural empowerment practices, including information security education, training, and awareness 
(SETA), access to information regarding information security strategy and goals, and participation in 
information security decision-making, in shaping an employee’s perceptions about psychological 
empowerment of IS security task? We answer the research questions related to factors to motivate 
employees to comply with their organization’s ISP using data collected through a survey of 289 employees 
from various organizations in the US. 
Literature Review 
 
A person who feels the impetus or inspiration to act is considered motivated (Deci and Ryan, 2000). Ryan 
and Deci (2000), in their self-determination theory (SDT), organized the distinction of factors to motivate 
people to take action into two paradigms, extrinsic and intrinsic motivation. The term ‘extrinsic 
motivation’ (Ryan and Deci, 2000) refers to “doing something because it leads to a separable outcome” (p. 
55). It relates to an individual’s belief that he/she will attain some separable outcome or instrumental 
value when carrying out specific activity.  
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One extrinsic motivational factor for IS security policy compliance, which has received a great deal of 
attention in the scientific literature is sanctions. A sanction is described as a negative stimulus or a 
negative incentive to discourage individuals from performing acts or taking decisions that are not aligned 
with organizational goals. Straub (1990) explained that the concept of sanction is derived from general 
deterrence theory (GDT) and is used by traditional disciplinary systems to intimidate employees. GDT has 
had significant influence amongst the IS security scholars (Straub, 1990; Siponen et al., 2007; Myyry et 
al., 2009; Bulgurcu et al., 2010; Chen et al., 2012). They found that sanctions had a significant impact on 
actual compliance with IS security policies. However, Son’s (2011) study showed that perceived certainty 
and severity of sanctions were not significantly related to ISP compliance intentions.  
 
Information security literature has also focused on the role of reward. A reward is an element of positive 
control, which is implemented with the goal of encouraging conformity with the desired behaviors (Boss 
et al., 2009). In the information security setting, employees are encouraged to comply with ISP when they 
are sufficiently motivated to attain rewards and recognitions. Such ISP is not accorded much importance 
by employees in the absence of any reward for compliance (Boss et al., 2009). Studies found that rewards 
were positively correlated with ISP compliance (Stanton et al., 2005; Bulgurcu et al., 2010).  However, 
contrary to the expectations, some studies found that reward was not significantly related to ISP 
compliance intentions (Boss et al., 2009; Pahnila et al., 2007). 
 
While the information security literature has highlighted the effects of extrinsic factors (i.e., sanctions, 
rewards), employee motivation to perform IS security task as stipulated in the ISP may not necessarily be 
influenced only by those strategies. Employee intrinsic motivation to follow the requirements of ISP may 
provide an alternative explanation (Son, 2011). Intrinsic motivation has been summarized by Broedling 
(1977) as a “catchall explanation whenever behaviors occur which cannot be clearly linked to external 
outcomes” (p. 268). Intrinsic motivation is based on an assessment of how the task provides satisfaction 
or fulfillment of innate psychological needs or desires (Ryan and Deci, 2000). In other words, the reward 
is in the task activities itself (Deci and Ryan, 2009). We expect that similar motivations exist in employees 
with respect to their ISP compliance intentions.  
 
An employee’s intention to perform information security task as postulated in the ISP is formed when the 
individual assesses the innate positive values he/she will obtain in completing or even working on the 
information security tasks. Information security researchers have incorporated feelings of competence 
(Chan et al., 2005; Workman et al., 2008; Herath and Rao, 2009b; Rhee et al., 2009) and feelings of 
contribution from one’s security actions (Herath and Rao, 2009a) in their models in recognizing the 
importance of intrinsic motivation in influencing employee ISP compliance. In our context, an employee 
intentions to perform the information security tasks prescribed in the ISP is formed when he assesses his 
personal experience of psychological empowerment in the IS security tasks, in term of perceived 
competence, meaning, impact, and choice. Hence, this study seeks to extend our understanding of the role 
of factors intrinsic to the information security tasks to influence employee’s intention to comply with ISP. 
 
Finally, intrinsic motivation theorists postulate that although empowerment are innate feelings of 
individual regarding a specific task, factors external to the individuals may also be important to energize 
the feelings (Deci and Ryan, 1985; Conger and Kanungo, 1988; Thomas and Velthouse, 1990). Ryan and 
Deci (2000) called for additional research to investigate factors that enhance an individual intrinsic 
motivation. A few IS security studies (e.g., Herath and Rao, 2009a; Bulgurcu et al., 2010; Son, 2011) have 
highlighted the importance of various strategies, such as IS security training, IS security climate, and etc, 
to enhance employee intrinsic motivation. However, rather than exploring the range of strategies 
empirically, the studies simply acknowledged their importance in influencing employee intrinsic 
motivation. Prior studies show that structural empowerment practices were significantly related to 
psychological empowerment (Spreitzer, 1996; Siu et al., 2005; Seibert et al., 2011). Still, to the best of our 
knowledge, the association has never been tested in the context of information security. Hence, this study 
investigate the role of structural empowerment practices (information security education, training, and 
awareness [SETA]), access to information security strategy and goals, and participation in information 
security decision-making), and postulates that they are likely to influence an employee’s perceptions of 
psychological empowerment. 
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Theoretical Framework 
 
This study seeks to understand the antecedents of an employee’s intention to comply with the ISP of their 
organization. Our effort to understand the factors that influence employee’s intention to comply based on 
the conceptual ideas of Thomas and Velthouse’s (1990) intrinsic motivation/empowerment model. We 
begin by adopting the underlying set of psychological empowerment beliefs—perceived competence, 
meaning, impact, and choice—in the information security context as antecedents of employee’s intention 
to comply. Then, we add to the model the structural empowerment practices, which are rooted in Kanter’s 
(1977) structural empowerment model, as antecedents to psychological empowerment.  
 
Thomas and Velthouse’s (1990) Intrinsic Motivation/Empowerment Model  
 
Thomas and Velthouse (1990) defined intrinsic motivation as “positively valued experiences that the 
individual derives directly from the task” or “those generic conditions by an individual, pertaining directly 
to the task, that produce motivation and satisfaction” (Thomas and Velthouse, 1990, p. 668). This 
indicates that a motivation to act occurs within a person and refers to the task itself. For intrinsically 
motivated individuals, they are seeking for fulfillment of their innate desires or needs, such as enjoyment, 
empowerment, and self-determination, derived from completing or even working on a task. According to 
the theory, individual determines how he/she will act by assessing the psychological empowerment 
he/she will experience or obtain from the task (Thomas and Velthouse, 1990). Psychological 
empowerment is formed based on individuals’ assessments of a task regarding four feelings: competence, 
meaning, impact, and choice (Thomas and Velthouse, 1990).  
 
Competence refers to an assessment of one’s own capability to perform task activities skillfully (Thomas 
and Velthouse, 1990). Self-efficacy theory states that when a person has low self-efficacy regarding a 
particular skill to execute a specific task, he or she will avoid such a task where this skill is required 
(Bandura, 1977). Meaning refers to judgments of the value of task goals with individual’s own goals and 
standards (Thomas and Velthouse, 1990). The cognitive assessment of task meaningfulness relates to 
individuals’ belief concerning whether a given task is trivial or not. If a task is important or meaningful to 
individuals, they will invest their energy to accomplish the goal of the task (Thomas and Velthouse, 1990). 
In contrast, individuals who perceive that a task is meaningless tend to be apathetic and detached from 
the said task (Thomas and Velthouse, 1990).   
 
Impact refers to judgments concerning how a behavior or an action regarding a task may make a 
significant difference to the organization in terms of accomplishing the goal of the task (Thomas and 
Velthouse, 1990). Thus, the cognitive assessment of impact relates to an individual’s belief regarding 
whether they can contribute to or influence the organization by performing or executing a specific task. If 
individuals are aware that the results of their action will benefit others, it encourages them to invest their 
time and energy to perform the task (Thomas and Velthouse, 1990). Finally, perceptions of choice means 
believing that one has control or discretion in initiating and regulating a specific task, and has the 
authority to make decisions related to the task. When individuals experience a sense of choice over their 
task, they feel personal responsibility concerning the outcomes of their task (Oldham and Hackman, 
1980), hence they will put more effort in the task (Thomas and Velthouse, 1990).  
 
Thomas and Velthouse’s (1990) intrinsic motivation model postulates that the level of psychological 
empowerment is likely to affect outcomes, such as active and concentration of energy upon task. Active 
and concentration of energy upon task can be described as putting more “effort” or “working hard” 
towards accomplishing the goals of the task (Thomas and Velthouse, 1990). This indicates that the 
stronger the cognitions of competence, meaning, impact, and choice deriving from a task, the greater the 
individuals’ motivation to invest more energy in behaviors towards achieving that task. Findings across a 
wide range of studies showed that psychological empowerment influences outcomes, including individual 
task performance, work effort, and task effectiveness (Spreitzer et al., 1997; Ke and Zhang, 2011; Campbell 
et al., 2003; Chen and Klimoski, 2003).  
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Kanter’s ( 1977) Structural Empowerment Theory 
 
Structural empowerment refers to conditions or practices where an organization provides subordinates 
with an amount of power (Kanter, 1977). According to Kanter, power is derived from the structural 
conditions in an organization, not inherent from personality traits or effects of socialization. Thus, the 
focus of Kanter’s theory is on the employees’ perception of the work conditions, rather than the 
individuals, which determine what happened. Kanter (1977) discussed several practices that indicate 
structural empowerment, including: (1) access to opportunity, (2) access to information, and (3) 
participation in decision-making. First, access to opportunity relates to job or task conditions that 
provide individuals with chances for growth and development within the organization, as well as chances 
to develop their skills, abilities, and knowledge. Access to opportunity allows an individual to learn about 
skills and the economies of the larger organization (Lawler, 1986). Lancshinger (1996) defined access to 
opportunity as opportunities for growth and movement within an organization as well as opportunities to 
enhance and develop one’s knowledge and skills. This could be achieved through training and education 
programs. 
 
Second, Kanter (1977) posited that access to information refers to ability to obtain knowledge and 
information necessary to carry out an individual’s task as well as information concerning what is going on 
in the larger organization. Lancshinger (1996) referred to access to information as having information 
regarding organizational goals and policy changes. More specifically, previous researchers have focused 
on information regarding the mission and future direction of the organization (Lawler, 1992; Spreitzer, 
1995b, 1996; Bordin et al., 2006). Access to information related to goals and strategic directions allows an 
individual to see the “big picture”, which creates an understanding on how his or her work contributes to 
the firm’s goals (Bowen and Lawler, 1992). Thus, such an individual will be able to make better decisions 
related to his/ her task.  
 
Third, Kanter’s (1977) theory also suggests an empowerment through participation. This indicates that 
employees are able to provide inputs and influence over decisions. Inputs in this context consist of 
strategic and day-to-day operational decisions related to their job or task. Knoop (1995) stated that 
participation is the act of sharing decision-making with others to achieve organizational goals. As 
employees are at the operational level, they know better how specific actions related to their job or task 
affect the organization. Employees are also more likely to offer valuable ideas on how operations may be 
improved. Subsequently, their meaningful suggestions are more likely to be accepted and adopted.  
Research Model and Hypotheses 
 
Figure 1 depicts our research model. We develop our research model by identifying key constructs for the 
two theories: Thomas and Velthouse’s (1990) intrinsic motivation model and Kanter’s (1977) structural 
empowerment theory. There is one dependent variable of interest, ISP compliance intentions. 
 
Psychological empowerment and ISP compliance intentions 
 
Intrinsic motivation/ empowerment theory purports that individuals appear to evaluate the information 
regarding their competence of a specific task, the value of a task goal or purpose in relation to their own 
ideals and standards, their impact or their ability to make a significant difference or contribute to an 
organization, and their freedom or self-determination in a specific task  (Thomas and Velthouse, 1990). 
Thomas and Velthouse (1990) argue that psychological empowerment is likely to affect outcomes, such as 
active and concentration of energy upon task. Active and concentration of energy upon task can be 
described as putting more “effort” or “working hard” towards accomplishing the goals of the task (Thomas 
and Velthouse, 1990).    
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Figure 1 - Research Framework 
 
Prior research suggests that individuals’ level of psychological empowerment is associated with various 
outcomes, including individual task performance, work effort, and task or work effectiveness (Spreitzer et 
al., 1997; Ke and Zhang, 2011; Campbell et al., 2003; Chen and Klimoski, 2003). There is extensive 
research linking competence or self-efficacy on task-related behaviors and actual performance (e.g., 
Stajkovic and Luthans, 1996; Hsu and Chiu, 2004; Ke and Zhang, 2011). For instance, studies found that 
perceptions of competence of IT provide motivation for employees to engage in IT usage (Hsu and Chiu, 
2004; Ke and Zhang, 2011). These findings suggest that an individual who has confidence in their 
capabilities to undertake a task is more likely to take the required associated actions. Impact of a task has 
also been found to be associated with task engagement, as well as performing well with the task (e.g., 
Spreitzer et al., 1997; Kraimer et al., 1999; Wang and Lee, 2009; Liao et al., 2009; Herath and Rao, 2009; 
Agarwal and Anderson, 2010). For example, Spreitzer et al. (1997) found that perceived impact 
significantly related to work effectiveness, which is the degree to which individuals fulfill or exceed work 
expectation. These results indicate that empowered individuals who see themselves as able to influence 
the work processes and competent in their work, are more motivated to invest their energy in the job and 
perform effectively (Spreitzer et al., 1997). 
 
Meaning is found to be associated with courtesy behavior, higher commitment to work, engagement at 
work, and work performance (e.g., Liden et al., 2000; Wat and Shaffer, 2005; Wang and Lee, 2009; May 
et al., 2004). For instance, feelings of meaningfulness of a given work activity have been positively linked 
to employee engagement in the associated work activities (May et al., 2004). A study by Wang and Lee 
(2009) found an increased propensity to commit to work when said work was perceived as personally 
meaningful. Empowered employees who believe that the work activities are personally meaningful were 
willing to invest themselves more fully in the associated activities. Choice or self-determination has been 
found to result in individual’s identification with and involvement in a particular organization (Kraimer et 
al., 1999). This indicates that employees who experience a high degree of discretion in carrying out their 
task feel a personal responsibility towards the outcomes of the task. Consequently, they put more effort to 
improve the performance of the task. 
 
Thomas and Velthouse’s (1990) notion of psychological empowerment (i.e., feelings of competence, 
meaning, impact, and choice) of a task can be extended to information security context for two reasons. 
First, tasks in information security are similar to job tasks in organizations, which has activities and goals 
(Thomas and Velthouse, 1990). IS security task consists of activities such as appropriate selection of a 
password, updating of anti-virus software, backing up of data, checking for encryptions, not sharing the 
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computer with others, etc. (Stanton et al., 2005; Albrechtsen, 2007; Dhillon, 2007; Herath and Rao, 
2009a). These activities protect the organization’s information with the goals of ensuring the 
confidentiality, integrity, and availability of the information (Loch et al., 1992). Second, similar to other 
job tasks (e.g., payroll, teaching students, serving customers, and so on) information security task is 
important to organizations. In order for employees to create value for their organization, they must 
complete the information security task. For instance, employees that create a strong password help to 
protect their organization from security threats and vulnerabilities. It is through exerting effort on 
information security task (e.g., complying with the ISP) that employees contribute to the organization and 
other stakeholders.  
 
Drawing from the intrinsic motivation/empowerment theory (Thomas and Velthouse, 1990), we define 
psychological empowerment as individuals’ belief regarding their competence to carry out the information 
security task, individuals’ belief of meaningfulness of the information security task, individuals’ belief of 
the impact of their information security task, and individuals’ belief of the freedom in the information 
security task. Consistent with the theory and previous studies, we postulate that psychological 
empowerment derived or experience from the information security task is the determinants of one’s 
intention to initiate security actions (i.e., ISP compliance intentions). This prediction is formally 
recognized in the following hypothesis:  
 
H1: Perceived psychological empowerment of information security tasks positively affects one’s 
intention to comply with the requirements of the ISP 
 
Theory and literature have acknowledged that an individual’s work environment may influence his or her 
perceptions of psychological empowerment (Hackman and Oldham, 1980; Thomas and Velthouse, 1990; 
Spreitzer, 1995a). Thomas and Velthouse (1990) contend that an individual’s work environment is an 
important factor that can influence his or her level of psychological empowerment. They note, 
“Judgments regarding the task assessments (and thus empowerment) are shaped in part by “objective” 
variables in the individual’s environment”. Support for this notion can also be found in Spreitzer (1995a; 
1996), Kraimer et al. (1999), and Carless (2004). Overall, the literature suggests that the work 
environment influences psychological empowerment. 
 
Specifically, this current study focuses on work environment that foster empowerment, based on Kanter’s 
(1977) structural empowerment theory. The work environment (or social-structural) perspective of 
empowerment focuses on idea of sharing of power with all employees in the organization (Spreitzer, 
2007). When management transfers power to subordinates, feelings of empowerment should follow 
(Spreitzer, 1996). Based on Kanter’s (1977) work on structural empowerment, three social-structural 
empowerment factors were investigated; (a) security education, training and awareness (SETA) programs, 
(b) access to information about the strategy and goals of organizational information security, and (c) 
participation in information security decision-making.  
 
SETA and Psychological Empowerment 
 
An important part of the social-structural empowerment is access to opportunity for growth and 
development within the organization, as well as chances to develop knowledge, skills, and abilities (KSAs), 
obtained through training and education programs. Theory and empirical studies suggest that educational 
efforts contribute to individuals’ intrinsic motivation in terms of increasing their belief in their capability 
to perform task activities skillfully (Thomas and Velthouse, 1990; Spreitzer et al., 2007). In a meta-
analysis study, Seibert et al. (2011) examined the impact of training on perceived competence. The 
authors concluded that employees’ feelings of competence in work roles were reflected by enhanced 
knowledge, skills, and abilities resulting from the training programs. Thus, we contend that SETA 
programs will significantly and positively influence employees’ feeling of empowerment, specifically the 
competence dimension.   
 
SETA programs focus on providing users with general knowledge of IS security environment, along with 
the skills necessary to perform the required IS security tasks (Whitman et al., 2001; Lee and Lee, 2002; 
c.f. D’Arcy et al., 2009). Bandura (1997) proposed that self-efficacy beliefs are developed through enactive 
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mastery experiences, vicarious experiences, and verbal persuasion. Through SETA individuals gather 
personal mastery of IS security via hands-on exercises and activities of IS security or regular 
demonstration of IS security issues and respective countermeasures. Further, SETA provides 
opportunities to observe the successes and failures of other IS security behaviors. Consequently, this 
information provides a guideline to employees against which they compare their own self-efficacy (Gist et 
al., 1989). In addition, verbal persuasion is regularly delivered in a SETA program. Individuals receive 
suggestions from instructors that encourage and support their IS security skills and foster a responsible 
development. Thus, it is expected that psychological empowerment (i.e. competence) in IS security may 
be developed through the ongoing acquisition of knowledge related to IS security, such as knowledge 
about  IS security issues, the consequences, the controls to cope with the issues, and how to take action 
when such issues  occur through  SETA. This leads to the following hypothesis: 
 
H2: There is a positive direct relation between SETA programs and employees’ psychological 
empowerment. 
 
Access to Information Security Strategic Goals and Psychological Empowerment 
 
Another important part of social-structural empowerment is access to information. Hoffman (1994), in 
the context of emerging information technology (IT), stated that, “to support worker empowerment 
throughout our enterprise we will be prepared to provide every worker with all information relevant to 
that worker’s job regardless of its effect on the company as a whole” (Hoffman, 1994, p. 55). Information 
might include data about a firm’s strategy and goals (Lawler, 1992; Spreitzer, 1996). Access to information 
about organizational goals helps employees in perceiving that his or her task as meaningful and important 
(Conger and Kanungo, 1988; Liao et al, 2009). Information about a strategy or operational goals allows 
employees to see their work as personally meaningful because they understand how it fits into their 
organization’s goals and strategies (Seibert et al., 2011). In other words, access to information about 
strategy and goals allows an individual to see the “big picture” and hence creates and understanding on 
how one’s work can contribute to organizational goals (Bowen and Lawler, 1992).  
 
In addition, access to information is associated with an individual’s feelings of empowerment in term of 
increases his or her ability and capability to make decisions in aligned with the goals (Lawler, 1992). 
Spreitzer (1996) showed that providing access to information about the strategy and goals of an 
organization enhances employee knowledge about the direction of the organization. As a result, 
employees felt empowered as it increases their confident in how their work roles can contribute to these 
goals. In support of this, a meta-analysis by Seibert et al. (2011) concluded that there was a significant 
relation between high performance work system (HPWS), including sharing of information about 
organizational strategy and goals and the four dimensions of psychological empowerment (i.e., 
competence, meaning, impact, and choice).  
 
Accordingly, in the context of this study, access to an organization’s information security strategy and 
goals denotes the extent to which the work structure provides opportunities for employees to obtain and 
understand the organization’s information security strategic information, objectives, and goals. This could 
be accomplished by communicating a IS security policy that consists of the goals regarding information 
security (Straub, 1990; Boss et al., 2009). Access to information regarding security strategies and goals 
should allow individuals to feel informed about where an organization is headed in the context of 
information security. When employees understand the direction in which the organization is heading, 
they tend to be more aware about how their own information security task contributes to achieving the 
stated information security goals. That is, employees acquire a greater sense that the information security 
task is meaningful and serve a purpose, and enhances their ability to make decisions in aligned with the 
goals. Thus, access to an organization’s information security strategies and goals is expected to correlate 
with employees’ psychological empowerment. This leads to the following hypothesis: 
 
H3: There is a positive direct relation between access to information regarding information 
security strategies and goals, and employees’ psychological empowerment. 
  
Empowerment and ISP Compliance Intentions 
Thirty Sixth International Conference of Information Systems, Fort Worth 2015 
Participation in Security Decision-Making & Psychological Empowerment 
 
Participation in decision-making refers to the act of sharing decision-making with others to achieve 
organizational goals (Knoop, 1995). Thus, participation in decision-making indicates that employees at all 
levels are able to provide input and influence over decisions related to a specific task or job (Cotton et al., 
1988). In the context of IS security, participation relates to an individual’s involvement in the IS security 
decision-making process. Spears and Barki (2010) defined participation in security risk management 
(SRM) as a set of activities assigned to individuals during risk assessment, design, and implementation of 
IS security controls. Participation in IS security decision-making should allow individuals to contribute 
their inputs and thoughts pertinent to the IS security in order to achieve the organizational IS security 
goals. Fostering participation in decision-making in turn strengthens the motivation of employees to 
engage in IS security-related behaviors  by providing them with the opportunity to attain intrinsic rewards 
from their work, including a greater experience of self-determination, meaningfulness, and impact 
(Scandura et al., 1986; Manz and Sims Jr, 1987; Lawler, 1992; Spreitzer, 1996).  
 
When employees are involved in decision-making processes related to IS security tasks, they have the 
opportunity to contribute their inputs, such as ideas and thoughts, to accomplish the goals of the IS 
security policy. Thus, participation allows employees to feel that they have the opportunity for freedom 
and independence for IS security task-related decisions. Participation is an influential source of self-
determination because it provides evidence that ones’ inputs, thoughts, contribution, and activities 
related to their job matter (Lawler, 1992; Spreitzer, 1996). In a case study setting in IS security, Dhillon et 
al. (2004) found that most employees in an organization did not feel a sense of freedom because they were 
left out from all major decision-making and had no say on the latest developments related to IS security in 
the organization.  
 
In addition, greater participation might be the impetus to enhance individuals’ feeling of impact (Seibert 
et al., 2011). When employees participate in the decision-making process related to their IS security task, 
they have the opportunity to set decisions jointly with the superiors. This likely influences the extent to 
which employees feel that they can impact their work environment. Spreitzer (1996) provided empirical 
evidence of the relations between participation in decision-making and perceived impact. The study 
concluded that participation signals to the employees that they are an important asset of the organization 
and that they can impact, or make a significant difference to the organization (Spreitzer, 1996). Further, 
when employees are allowed to participate in the decision-making process related to their IS security task, 
they have the opportunity to provide input that is consistent with their own values or needs. That is, the 
information security task is shaped by their own values and needs. Because of this, they are more likely to 
perceive that the information security task is meaningful and important. Hon and Rensvold (2006) has 
provided evidence showing that participation was strongly related to meaning of a task. Collectively, it is 
thus expected that if employees involved in decision-making processes related to the IS security tasks, 
they have opportunities to contribute their input to accomplish the IS security objectives and affect the 
work environment. Consequently, their perceptions of meaning, impact, and choice of the information 
security task should be higher. Hence, we predict that participation in decision-making processes related 
to information security will be associated with employees’ psychological empowerment. This predicted 
effect is formally recognized in the following hypotheses: 
 
H4: There is a positive direct relation between participation in information security decision-
making and employees’ psychological empowerment. 
 
The concept of psychological empowerment serving as mediator between structural empowerment and 
individual performance-related outcomes has been repeatedly supported in numerous studies (e.g., 
Spreitzer, 2007; Maynard et al., 2012). Spreitzer (1995b) found that psychological empowerment partially 
mediated the relation between social structural and innovative behavior. In addition, Liao et al. (2009) 
found that cognitions of empowerment fully mediate the relations between a HPWS and service 
performance. Further, Laschinger et al. (2001) found that psychological empowerment mediates the 
relations between structural empowerment and individual satisfaction. Based on our argument 
underlying H2, H3, and H4, that social-structural empowerment conditions increases psychological 
empowerment, and the literature supporting a relation between psychological empowerment and 
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individual behaviors, as discussed earlier, we also predict that the structural empowerment practices (i.e., 
SETA, access to information regarding information security strategies and goals, and participation in 
decision-making processes related to information security) will be indirectly associated with ISP 
compliance intentions.  
   
H5a: The relation between SETA and employees’ intention to comply with ISP is mediated by 
psychological empowerment. 
 
H5b: The relation between access to information security strategies and goals and employees’ 
intention to comply with ISP is mediated by psychological empowerment. 
 
H5c: The relation between participation in information security decision-making and employees’ 
intention to comply with ISP is mediated by psychological empowerment. 
 
Research Method 
 
Sample Selection and Data Collection 
 
The sample for this study was composed of employees at both management and non-management levels. 
As the primary thrust of this study is to investigate the relations between individuals’ perception of 
psychological empowerment related to their information security task and ISP compliance intentions at 
the workplace, employees in different jobs and levels were thought to be appropriate. Potential employees 
who were targeted for this study were drawn from MBA, Executive MBA, and Executive MIS students 
enrolled in two public universities in the US. A self-administered survey instrument and a cover letter 
explaining the purpose of the study, the information about voluntariness, confidentiality, and anonymity 
was distributed (in class and/or via email) to 410 respondents in the sample. Of the 410 instruments 
distributed, 326 complete responses (79.5%) were returned within five months. Thirty-six of them met the 
exclusion criteria questions, hence, excluded from the study. This resulted in a final sample size of 290 
responses with potentially useable data. Assessment of missing data identified that one case has an 
excessive number of missing values (40%), hence, deleted from further analysis.  
 
Measurement of Variables 
 
The constructs of this study were measured using multi-items scale adapted from previously validated 
studies. All measures used seven-point Likert-type scales with anchors ranging from 1 (strongly disagree) 
to 7 (strongly agree). The survey instrument was pilot tested on eight management and information 
systems academics, and they were generally satisfied with the clarity and wording of the questions. The 
measures for each constructs and the results are discussed below.  
 
Three items were used from Bulgurcu et al. (2010) to measure ISP compliance intentions. For instance, 
respondents were asked how much do they agree or disagree with statements, such as “I intend to comply 
with the requirements of the IS security policy of my organization,” and “I intend to protect information 
and technology resources according to the requirements of the IS security policy of my organization.” The 
measure had an acceptable level of internal consistency (α  = .75). 
 
Psychological empowerment is a four-dimensional construct (Spreitzer, 1995a). In order to assess the 
appropriateness of representing the individual dimensions instead of a single, global psychological 
empowerment construct, confirmation factor analysis (CFAs) were performed. The CFAs shown that the 
hypothesized four-factor model (χ2 = 91.45 with df = 48; RMSEA=.056; SRMR = .047; CFI = .98; NFI = 
.96) fit the data better than a model with one construct (χ2 = 111.85 with df = 50; RMSEA=.066; SRMR = 
.075; CFI = .97; NFI = .95). These results are consistent with previous research that showed that the four 
dimensions of psychological empowerment are distinct (e.g. Spreitzer et al., 1997; Kraimer et al., 1999). 
Consistent with this, we used separate scales to measure each dimension of psychological empowerment. 
The scales were adapted from Spreitzer (1995a). 
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Three items were used to measure perceived competence. Respondents were asked how much do they 
agree or disagree with statements, such as “I am confident about my ability to do my job of securing 
information and information systems”. The scale has a high level of internal consistency reliability (α  = 
.89). A perception of meaning was measured using three items. Items included, “My work of securing 
information and information systems is very important to me” and “My work of securing information and 
information systems is meaningful to me.” The scale had a high level of internal consistency reliability (α 
= .91). Perceived impact from the employees’ perspective was measured using three items such as “my 
impact of what happens in my department related to IS security is large”. The scale had a high level of 
internal consistency (α = .90). Finally, perceived choice was measured using three items, such as “I have 
significant autonomy in determining how I do my job of securing information and information systems”. 
The scale had an acceptable level of internal consistency (α = .78). 
SETA was measured using five items from D’Arcy et al. (2009), such as “I receive training to help me 
improve my awareness of computer and IS security issues” and “I am briefed on the consequences of 
modifying computerized data in an unauthorized way,” The scale had an acceptable level of reliability (α  
= .88). Access to information security strategy and goals was measured using three items adapted from 
Spreitzer (1995a) such as “I have access to the strategic information I need to do my job of securing 
information and information systems well”. The scale showed an acceptable level of internal consistency 
(α = .76). Two items to measure participation in information security decision-making were adapted 
from Spears and Barki (2010). For instance, respondents were asked to specify the extent to which they 
agree or disagree with statements, including “I actively participate in defining, reviewing or approving any 
IS security controls related to protecting the organization’s information”. The scale had an acceptable 
level of reliability (α = .78). 
Results 
 
We analyzed the data gathered using the covariance approach to structural equation modeling (SEM), 
with AMOS version 18. SEM, a multivariate statistical technique, is a powerful quantitative data analytical 
tool that enables researchers to observe the structural element (path model) and measurement element 
(factor model) simultaneously (Gefen et al., 2000). Nunnally (1978) suggested that in SEM estimation, a 
good rule is to have at least ten times as many subjects as variables. In our model, we have 25 indicators, 
which implies a minimum sample size of 250. Our sample size of 289 is, therefore, is adequate for 
modeling. Anderson and Gerbing’s (1988) two-step approach, in which the measurement model was 
assessed and improved prior to testing of the structural model, was used. 
 
Discussion of the Measurement Model  
 
The measurement model estimates the relations between the measured variables (scale items) and the 
latent constructs they represent. This involves the estimation and evaluation of construct reliability 
(individual item and composite reliabilities), validity (convergent and discriminant validities) of the 
measurement model, and overall measurement model fit.  
 
Individual item reliability is assessed by examining the factor loading of each item to its related construct. 
At a minimum, all the factor loadings must be statistically significant (p < .05). A good rule of thumb is 
that the standardized loading estimates should be 0.5 or higher (Hair et al., 2010). In our measurement 
model, all items loaded significantly (p < 0.05, two-tailed) to the respective constructs (Table 1).  
Nunnally (1978) suggests that composite reliability should be 0.7 or higher for a construct to demonstrate 
adequate composite reliability. As shown in Table 2, the composite reliability for all the constructs in our 
model ranges from 0.76 to 0.91, indicating adequate composite reliability. 
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Table 1 – Reliabilities 
 
The convergent and discriminant validities are summarized in Table 2.  Convergent validity measures the 
extent to which items for each construct are related to each other, assessed by average variance extracted 
(AVE). AVE measure of 0.5 or higher demonstrates adequate convergent validity (Hair et al., 2010). The 
AVEs for all the constructs in our model were above the cut-off value, indicating adequate convergent 
validity. Finally, to confirm the discriminant validity of the constructs, the square root of the AVEs for 
each construct were compared to the correlations of the constructs with their latent variables (Fornell and 
Larcker, 1981). The square root of the AVEs for all constructs, reported in the diagonal of the correlation 
matrix, were larger than the corresponding off-diagonal correlations, which provide evidence of adequate 
discriminant validity. The above analyses and evaluations indicate that our measurement model is 
satisfactorily reliable and valid.  
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Table 2 - Convergent and Discriminant Validities 
 
Further, we assessed for overall measurement model fit. Table 3 presents the values of the fit indices for 
the measurement model of this study. The overall measurement model fit was χ2=484.45 (df=247, p 
<.001), SRMR=.063, RMSEA .058 with CI90: (.05, 0.065), and CFI=.94. The results reported that the 
values of SRMR and RMSEA are less than the selected cut-off values of .08 (Hu and Bentley, 1999; Byrne, 
2009; Kline, 2011) corresponds to an “acceptable” fit (McDonald and Ho, 2002). Further, the value of CFI 
is marginally lower than the cut-off of .95 (Hu and Bentley, 1999; Klein, 2011). However, many 
researchers use a cut-off value of .90 as acceptable fit (McDonald and Ho, 2002). Thus, overall, the results 
signify a reasonably good fit for our measurement model. 
 
 
Table 3 - Measurement Model Fit 
 
Common Method Variance (CMV) 
 
Given that self-report data was collected in this study, the possibility of CMV was present. Harman’s one-
factor test was conducted to assess whether CMV is present (Podsakoff and Organ, 1986). In conducting 
the Harman’s single-factor test, all items were entered into factor analysis using principal axis factoring 
with varimax rotation. Results showed the presence of six distinct factors with eigenvalues greater than 
1.0. These six factors together accounted for 70.3% of the total variance and the largest factor did not 
account for the majority of the variance (i.e., 32.0%), indicating that CMV should not pose a pervasive 
issue (Podsakoff et al., 2003).  
 
Discussion of the Structural Model 
 
The purpose of structural model validity is to test the hypothesized relations from one construct to 
another, as proposed in our model.  We used the covariance approach wherein the estimated covariance 
matrix was compared with the observed covariance matrix. The overall fit indices of the proposed 
structural model are presented in Table 4. The fit statistics confirmed that the model provides a good fit to 
the data (e.g., SRMR=.089, RMSEA .072 with CI90: (.065, 0.078), and CFI=.91; Hu & Bentler, 1999; 
Klein, 2011).  
 
 
Table 4 - Structural Model Fit 
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Figure 2 provides the standardized path loadings, all of which were significant at p<.001. Hypothesis 1 
stated that feelings of psychological empowerment of information security task positively relate to ISP 
compliance intentions, and the findings supported the hypothesis (β= .66, p<.001). This result suggests 
that a high degree of psychological empowerment tends to increase one’s intentions to comply with 
organizational IS security policy. 44% of the variance in ISP compliance intentions can be explained by 
psychological empowerment. Hypothesis 2 stated that SETA positively relates to psychological 
empowerment. The results show that SETA was positively related to psychological empowerment (β=.23, 
p<.01). 
 
Figure 2 - Path Diagram with Standardized Results 
 
Hypothesis 3 stated that access to information security strategy and goals positively relates to 
psychological empowerment. The result shows that access to IS security strategy and goals predicted 
psychological empowerment (β=.41, p<.01). Hypothesis 4 stated that participation IS security decision-
making is associated with perceptions of psychological empowerment. The results indicate that 
participation in information security decision-making was significantly related to empowerment (β=.40, 
p<.01). Overall, all structural empowerment facets were related to psychological empowerment as 
hypothesized. SETA, access to information security strategy and goals, and participation in IS security 
decision-making explained 71% the variance of psychological empowerment. 
 
For Hypotheses 5a – 5c we tested mediation with product-of-coefficients test by Sobel (1982), and the 
bootstrapping method (Shrout and Bolger, 1992), using the SPSS macro from Preacher and Hayes (2008). 
Table 5 displays the three hypotheses for mediating effects.  Hypothesis 5a predicted that SETA was 
related to ISP compliance intentions via psychological empowerment.  The indirect effect (βIND) was .157. 
Using the Sobel test, the indirect effect of SETA was statistically significant (z=2.151, SE=.007, p <.001). 
Also, the bootstrap analysis supported the conclusion of mediation (the 95% bias-corrected confidence 
interval for the total indirect effect excluded zero ([.02, .305]) (Preacher and Hayes, 2008). Thus, 
psychological empowerment did mediate the relations between SETA and ISP compliance intentions, 
providing support for Hypothesis 5a. 
 
Hypothesis 5b stated the effect from access to information security strategy and goals to ISP compliance 
intentions will be mediated by psychological empowerment. Notably, the indirect effect (βIND) was .272. 
The results of the Sobel test (z=3.09, SE=.088, p <.001), and the bootstrap analysis (the 95% bias-
corrected confidence interval for the total indirect effect excluded zero ([.125, .476])) support a conclusion 
of mediation. As a result, the findings indicated that the psychological empowerment mediated the 
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relations between access to information security strategy and goals, and ISP compliance intentions. 
Hypothesis 5b was thus supported.  
 
Finally, Hypothesis 5c proposed that psychological empowerment act as a mediator of the relation 
between participation in information security decision-making and ISP compliance intentions. The 
indirect effect (βIND) was .261. The Sobel test suggested that the indirect effect is statistically significant 
(z=4.764, SE=.055, p <.001). The bootstrap analysis supported the conclusion of mediation as well. The 
results show that the 95% bias-corrected confidence interval for the total indirect effect excluded zero 
([.146, .364]). Thus, the results suggest that psychological empowerment mediated the relations between 
participation in information security decision-making and ISP compliance intentions, supporting for 
Hypothesis 5c. 
 
 
Table 5 - Result of Mediation 
 
Discussion and Conclusion  
 
Our findings have a number of theoretical implications. First, while prior literature in information 
security has investigated the extrinsic motivational factors, our study takes a different perspective and 
explores the intrinsic motive to comply with organizational ISP.  Perhaps this is a first study investigating 
effects of psychological empowerment derived from information security task. Experienced psychological 
empowerment from the task in term of feelings of competence, meaning, impact, and choice, increases 
employees’ motivation to expend effort to execute and to perform their information security task, as 
postulated in the ISP.  Such an investigation extends the use of Thomas and Velthouse’s (1990) intrinsic 
motivation model into a very specific task in a different domain. Our findings are consistent with Thomas 
and Velthouse’s (1990) model, which argues for the importance of psychological empowerment derived 
from a task, and how such perceptions then impact on individuals’ task effort and performance.   
 
Second, researchers in information security have made several suggestions of work practices to employees 
employees’ intrinsic motivation (e.g., Herath and Rao, 2009b; Bulgurcu et al., 2010; Son, 2011), yet this is 
the first attempt to investigate the association empirically. This study used the variables from Kanter’s 
(1977) structural empowerment theory, including training, access to information, and participation, as 
antecedents of the intrinsic motivation. Although the variables are not new in information security 
literature, they are used in this study to predict psychological empowerment, and ultimately to influence 
information security behavior. Unlike other studies (e.g., D’Arcy et al., 2009; Spears and Barki, 2010) the 
variables were used to predict the direct association with information security behaviors. We found that 
SETA, access to information security strategy and goals, and participation in information security 
decision-making influenced employees’ perceptions of psychological empowerment. Through an 
increased feeling of empowerment indirectly related to their compliance intentions. The results of this 
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study are able to show that structural empowerment practices can contribute to improve information 
security behaviors via psychological empowerment. 
 
Our study also has practical implications. The results of the present study suggest that employees do have 
intrinsic needs, such as a need of feeling in control of their task. When employees’ intrinsic needs are met, 
for instance in our study, they experience that their information security task is psychologically 
empowering, it increases their motivation to expend more efforts towards accomplishing the goal of the 
task. As such, organizations should note that in order to encourage employees to take security actions, 
they should find ways or strategies to provide intrinsically motivating workplace. 
 
Our study offers important strategies for organizations to increase employees’ intrinsic motivation, hence 
their ISP compliance intentions. Rather than providing a controlling work structure (i.e., rewards, 
penalties, and social pressures) to encourage the employees security compliance behaviors, organizations 
may actually change to empowering work structure. Our findings demonstrate that providing structural 
empowerment practices are important given their effect on employees’ psychological empowerment. The 
practices include enhancing employees’ knowledge and skills through training and education related to 
the information security, providing them access to information security strategy and goals, and involving 
them in decision-making processes related to information security. Not only that these strategies directly 
increase employees’ psychological empowerment, but also indirectly influence their intention to comply 
with the ISP. 
 
Our study has some limitations. We employed a cross-sectional approach, which does not permit us to 
draw conclusions concerning causal direction.  Also, it is possible that the respondent feelings and 
thoughts in answering the survey questions were influenced by their environments (the ‘halo effect’) 
(Herath and Rao, 2009a). And finally, the use of student data in the US only limits its generalizability. 
Future research can extend our study in a number of ways. First, we have focused on structural 
empowerment practices only as antecedent of psychological empowerment. Future research can explore 
different drivers to enhance feeling of empowerment, such as task characteristics, leader-member 
exchange (LMX), formal and informal power, and personality traits. In addition, future research can 
investigate whether the effect of the psychological empowerment may be moderated by the complexity of 
the information security task.  
 
References 
Agarwal, R., Sambamurthy, V., & Stair, R. M. (2000). Research Report: The Evolving Relation between 
General and Specific Computer Self-Efficacy-An Empirical Assessment. Information Systems 
Research, 11(4), 418. 
Albrechtsen, E. (2007). A qualitative study of users' view on information security. Computers & Security, 
26(4), 276-289. 
Anderson, J. C., & Gerbing, D. W. (1988). Structural equation modeling in practice: A review and 
recommended two-step approach. Psychological Bulletin, 103 (3), 411-423. 
Bandura, A. (1977). Self-Efficacy: Toward a Unifying Theory of Behavioral Change. Psychological Review, 
84(2), 191-215 
Bordin, C., Bartram, T., and Casimir, G. (2006). The Antecedents and Consequences of Psychological 
Empowerment among Singaporean IT Employees. Management Research News.  
Boss, S. R., Kirsch, L. J., Angermeier, I., Shingler, R. A., and Boss, R. W. (2009). If someone is watching, 
I'll do what I'm asked: mandatoriness, control, and information security. European Journal of 
Information Systems, 18(2), 151-164.  
Bowen, D. E. and Lawler, E. E. (1992). The Empowerment of Service Workers: What, Why, How and 
When. Sloan Management Review. Spring 1992, pp. 31–39 
Bowerman, B. L. and O’Connell, R. T. (1990). Linear Statistical Models: An Applied Approach (2nd ed.). 
Duxbury Press, Belmont, California 
Broedling, L. A. (1977). The Uses of the Intrinsic-Extrinsic Distinction in Explaining Motivation and 
Organizational Behavior. Academy of Management Review, 2(2), 267-276.  
Empowerment and ISP Compliance Intentions 
Thirty Sixth International Conference of Information Systems, Fort Worth 2015 
Bulgurcu, B., Cavusoglu, H., and Benbasat, I. (2010). Information Security Policy Compliance: An 
Empirical Study of Rationality-Based Beliefs and Information Security Awareness. MIS Quarterly, 
34(3), 523-A527.  
Byrne, B.M. (2009). Structural Equation Modeling with AMOS (2nd ed.). Routiledge, Taylor and Francis 
Group.  
Carless, S.A. (2004). Does Psychological Empowerment Mediate the Relation between Psychological 
Climate and Satisfaction? Journal of Business and Psychology. 18(4). 405-425. 
Chan, M., Woon, I., and Kankanhalli, A. (2005). Perceptions of Information Security in the Workplace: 
Linking Information Security Climate to Compliant Behavior. Journal of Information Privacy and 
Security, 1(3), 18-41.  
Chen, G., and Klimoski, R. J. (2003). The Impact of Expectations on Newcomer Performance in Teams as 
Mediated by Work Characteristics, Social Exchanges, and Empowerment. Academy of 
Management Journal, 46(5), 591-607.  
Chen, Y., Ramamurthy, K., and Wen, K.-W. (2012). Organizations' Information Security Policy 
Compliance: Stick or Carrot Approach? Journal of Management Information Systems, 29(3), 157-
188.  
Conger, J. A., and Kanungo, R. N. (1988). The Empowerment Process: Integrating Theory and Practice. 
Academy of Management Review, 13(3), 471-482.  
Cotton, J. L., Vollrath, D. A., Froggatt, K. L., Lengnick-Hall, M. L., & Jennings, K. R. (1988). Employee 
Participation: Diverse Forms and Different Outcomes. Academy of Management Review, 13(1), 8-
22. 
D’Arcy, J., Hovav, A., and Galletta, D. (2009). User Awareness of Security Countermeasures and Its 
Impact on Information Systems Misuse: A Deterrence Approach. Information Systems Research, 
20(1), 79-98.  
Deci, E. L., and Ryan, R. M. (1985). Intrinsic motivation and self-determination in human behavior. New 
York: Plenum. 
Deci, E. L., and Ryan, R. M. (2009). The "What" and "Why" of Goal Pursuits: Human Needs and the Self-
Determination of Behavior. Psychological Inquiry, Vol. 11, No. 4, October 2000, pp. 227–268 
Dhillon, G. (2007). Principles of Information Systems Security: Text and Cases. Hoboken, NJ: John 
Wiley and Sons. 
Dhillon, G., Silva, L., and Backhouse, J. (2004). Computer crime at CEFORMA: a case study. 
International Journal of Information Management, 24(6), 551-561.  
Fornell, C., and Larcker, D. F. (1981). Evaluating Structural Equation Models with Unobservable Variables 
and Measurement Error. Journal of Marketing Research (JMR), 18(1), 39-50.  
Gefen D., Straub D.W., and Boudreau, M. (2000). Structural Equation Modeling Techniques and 
Regression: Guidelines for Research Practice. Communications of AIS. Volume 4, Article 7. 
Gist, M. E., Schwoerer, C., & Rosen, B. (1989). Effects of Alternative Training Methods on Self-Efficacy 
and Performance in Computer Software. Journal of Applied Psychology, 74(6), 884.  
Hair, J. F., Black, W. C., Babin, B. J., and Anderson, R. E. (2010). Multivariate Data Analysis (Seventh 
Edition ed.): Prentice Hall Higher Education. 
Herath, T., & Rao, H. R. (2009b). Protection motivation and deterrence: A framework for security policy 
compliance in organisations. European Journal of Information Systems, 18(2), 106-125.  
Herath, T., and Rao, R. (2009a). Encouraging information security behaviors in organizations: Role of 
penalties, pressures and perceived effectiveness. Decision Support Systems, 47(2), 154-165.  
Hoffman, G. M. (1994). The Technology Payoff: How to Profit with Empowered Workers in The 
Information Age: Irwin Professional Pub. 
Hon, A. H. Y., and Rensvold, R. B. (2006). An interactional perspective on perceived empowerment: the 
role of personal needs and task context. International Journal of Human Resource Management, 
17(5), 959-982.  
Hsu, M.-H., & Chiu, C.-M. (2004). Internet self-efficacy and electronic service acceptance. Decision 
Support Systems, 38, 369-381. 
Hu, L.  and Bentler P. M. (1999). Cutoff criteria for fit indexes in covariance structure analysis: 
Conventional criteria versus new alternatives, Structural Equation Modeling: A Multidisciplinary 
Journal, 6:1, 1-55. 
Hu, Q., Xu, Z., Dinev, T., and Ling, H. (2011). Does Deterrence Work in Reducing Information Security 
Policy Abuse by Employees? Communications of the ACM 54(6), pp. 54-60.  
Kanter, R. M. (1977). Men and women of the corporation: Basic Books. 
Empowerment and ISP Compliance Intentions 
Thirty Sixth International Conference of Information Systems, Fort Worth 2015 
Ke, W. and Zhang, P. (2011). Effects of Empowerment on Performance in Open-Source Software Projects. 
IEEE Transactions on Engineering Management, Vol. 58(2), pp.334-346 
Kline, R. B. (2011). Principles and Practice of Structural Equation Modeling (3rd ed.). The Guilford Press.  
Knoop, R. (1995). Influence of participative decision-making on job satisfaction and organizational 
commitment of school principals. Psychological Report, Vol. 76, pp.379-382.  
Kraimer, M. L., Seibert, S. E., & Liden, R. C. (1999). Psychological empowerment as a multidimensional 
construct: A test of construct validity. Educational and Psychological Measurement, 59, 127–142. 
Laschinger, H. K. (1996). A theoretical approach to studying work empowerment in nursing: a review of 
studies testing Kanter's theory of structural power in organizations. Nursing administration 
quarterly, 20(2), 25-41.  
Laschinger, H. K. S., Finegan, J., Shamian, J., & Wilk, P. (2001). Impact of structural and psychological 
empowerment on job strain in nursing work settings: expanding Kanter’s Model. Journal of 
Nursing Administration, 31, 260–272. 
Lawler, E. E. (1986). High-involvement management. San Francisco, CA: Jossey-Bass. 
Lawler, E. E. (1992). The ultimate advantage. San Francisco: Jossey-Bass. 
Liao, H., Toya, K., Lepak, D. P., & Hong, Y. (2009). Do they see eye to eye? Management and employee 
perspectives of high-performance work systems and influence processes on service quality. Journal 
of Applied Psychology, 94, 371–391. 
Liden, R. C., Wayne, S. J., and Sparrowe, R. T. (2000). An examination of the mediating role of 
psychological empowerment on the relations between the job, interpersonal relations, and work 
outcomes. Journal of Applied Psychology, 85(3), 407-416.  
Loch, K. D., Carr, H. H., & Warkentin, M. E. (1992). Threats to Information Systems: Today's Reality, 
Yesterday's Understanding. MIS Quarterly, 16(2), 173-186. 
Manz, C. C., and Sims Jr, H. P. (1987). Leading Workers to Lead Themselves: The External Leadership of 
Self-Managing Work Teams. Administrative Science Quarterly, 32(1), 106-129.  
May, D. R., Gilson, R. L., & Harter, L. M. (2004). The psychological conditions of meaningfulness, safety 
and availability and the engagement of the human spirit at work. Journal of Occupational & 
Organizational Psychology, 77(1), 11-37. 
Maynard, M. T., Gilson, L. L., and Mathieu, J. E. (2012). Empowerment-fad or fab? A multilevel review of 
the past two decades of research (vol 38, pg 1231, 2012). Journal of Management, 39(2), 567-567.  
McDonald, R. P., & Ho, M.-H. R. (2002). Principles and practice in reporting structural equation 
analyses. Psychological Methods, 7(1), 64-82. 
Nunnally, J. C. (1978). Psychometric theory (2nd ed.). New York: McGraw-Hill. 
Padayachee, K. (2012). Taxonomy of compliant information security behavior. Computers and Security, 
31(5), 673-680.  
Podsakoff, P. M., & Organ, D. W. (1986). Self-Reports in Organizational Research: Problems and 
Prospects. Journal of Management, 12(4), 531. 
Podsakoff, P. M., MacKenzie, S. B., Jeong-Yeon, L., and Podsakoff, N. P. (2003). Common Method Biases 
in Behavioral Research: A Critical Review of the Literature and Recommended Remedies. Journal 
of Applied Psychology, 88(5), 879.  
Ponemon, L. (2009). Trends in Insider Compliance with Data Security Policies: Employees Evade and 
Ignore Security Policies :Ponemon Institute. Retreived on February 2, 2012 from 
http://www.ponemon.org/blog/more-employees-ignoring-data-security-policies 
Preacher, K., & Hayes, A. (2008). Asymptotic and resampling strategies for assessing and comparing 
indirect effects in multiple mediator models. Behavior Research Methods, 40(3), 879-891. 
Rhee, H.-S., Kim, C., and Ryu, Y. U. (2009). Self-efficacy in information security: Its influence on end 
users' information security practice behavior. Computers and Security, 28(8), 816-826.  
Ryan, R. M., and Deci, E. L. (2000). Intrinsic and Extrinsic Motivations: Classic Definitions and New 
Directions.  
Myyry, L., Siponen, M., Pahnila, S., Vartiainen, T., and Vance, A. (2009). What levels of moral reasoning 
and values explain adherence to information security rules? An empirical study. European Journal 
of Information Systems, 18(2), 126-139.  
Scandura, T. A., Graen, G. B., and Novak, M. A. (1986). When managers decide not to decide 
autocratically: An investigation of leader–member exchange and decision influence. Journal of 
Applied Psychology, 71(4), 579-584.  
Empowerment and ISP Compliance Intentions 
Thirty Sixth International Conference of Information Systems, Fort Worth 2015 
Seibert, S. E., Wang, G., and Courtright, S. H. (2011). Antecedents and Consequences of Psychological and 
Team Empowerment in Organizations: A Meta-Analytic Review. Journal of Applied Psychology, 
96(5), 981-1003.  
Shrout, P. E., & Bolger, N. (2002). Mediation in experimental and nonexperimental studies: New 
procedures and recommendations. Psychological Methods, 7, 422-445. 
Siponen, M., Pahnila, S., and Mahmood, A. (2007). Employees’ Adherence to Information Security 
Policies: An Empirical Study New Approaches for Security, Privacy and Trust in Complex 
Environments. In H. Venter, M. Eloff, L. Labuschagne, J. Eloff and R. von Solms (Eds.), (Vol. 232, 
pp. 133-144): Springer Boston. 
Sobel, M. E. (1982). Asymptotic intervals for indirect effects in structural equations models. In S. Leinhart 
(Ed.), Sociological methodology, pp.290-312. San Francisco: Jossey-Bass. 
Son, J.-Y. (2011). Out of fear or desire? Toward a better understanding of employees’ motivation to follow 
IS security policies. Information and Management, 48(7), 296-302 
Spears, J. L., and Barki, H. (2010). User Participation in Information Systems Security Risk Management. 
MIS Quarterly, 34(3), 20.  
Spreitzer, G. M. (1995a). An empirical test of a comprehensive model of intrapersonal empowerment in 
the workplace. American Journal of Community Psychology, 23(5), 601-629.  
Spreitzer, G. M. (1995b). Psychological Empowerment in the Workplace: Dimensions, Measurement and 
Validation. Academy of Management Journal, 38(5), 1442-1465.  
Spreitzer, G. M. (1996). Social Structural Characteristics of Psychological Empowerment. Academy of 
Management Journal, 39(2), 483-504.  
Spreitzer, G. M. (2007).  Taking Stock: A review of more than twenty years of research on empowerment 
at work.  In The Handbook of Organizational Behavior, C. Cooper and J. Barling eds.  Sage 
Publications. 
Spreitzer, G. M., Kizilos, M. A., and Nason, S. W. (1997). A Dimensional Analysis of the Relation between 
Psychological Empowerment and Effectiveness, Satisfaction, and Strain. Journal of Management, 
23(5), 679.  
Stajkovic, A. D., & Luthans, F. (1998). Self-efficacy and work-related performance: A meta-analysis. 
Psychological Bulletin, 124(2), 240-261 
Stanton, J. M., Stam, K. R., Mastrangelo, P., and Jolton, J. (2005). Analysis of end user security 
behaviors. Computers and Security, 24(2), 124-133.  
Straub, D. W. (1990). Effective IS Security: An Empirical Study. Information Systems Research, 1(3), 
255-276.  
Thomas, K. W., and Velthouse, B. A. (1990). Cognitive Elements of Empowerment: An "Interpretive" 
Model of Intrinsic Task Motivation. Academy of Management Review, 15(4), 666-681.  
Wang G., & Lee, P. D. (2009). Psychological Empowerment and Job Satisfaction: An Analysis of 
Interactive Effects. Group & Organization Management, 34(3), 271-296. 
Wat, D., and Shaffer, M. A. (2005). Equity and relation quality influences on organizational citizenship 
behaviors: The mediating role of trust in the supervisor and empowerment. Personnel Review, 
34(4), 406-422.  
Workman, M., Bommer, W. H., and Straub, D. W. (2008). Security lapses and the omission of 
information security measures: A threat control model and empirical test. Computers in Human 
Behavior, 24(6), 2799-2816.  
 
